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Introduction & Motivation

Background
The radio spectrum is divided into licensed channels assigned to Primary Users (PUs).
Spectrum Congestion becomes a problem when many users are using a channel. To
combat this, the Dynamic Spectrum Access (DSA) framework is introduced to help with
efficient management of the frequency spectrum. Dynamic Spectrum Access (DSA)
allows Secondary Users (SUs) to use idle channels when PUs are inactive. This research
focuses on Distributed Spectrum Sensing (DSS), where nodes make sensing decisions
without relying on a central controller.

Problem

Spectral awareness is essential, and as technologies advance, issues such as spectrum
congestion and interference are more likely to arise.

Solution

Through offline simulations and experiments with the distributed algorithm from DSS, we
aim to develop a testing system that allows researchers to utilize the documentation and
framework we have established.
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Dynamic Spectrum Access (DSA)

What is DSA, Why is it important?

DSA is a framework that enables a secondary user (SU) to actively detect and access any
vacant channels while avoiding occupied ones. This capability allows for more efficient
utilization of the frequency spectrum. The system can be understood across three dimensions:

spatial, temporal, and frequency, all of which are dynamic in our environment.
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Time, Frequency, and Space Dimensions

How the Time and Frequency Dimensions affect our System How the Spatial Dimension affects our System
The frequency dimension matters because different channels have Because nodes are in different locations, they experience different
different activity levels. The time dimension matters because spectrum signal conditions. Distance, obstacles, and interference can cause
conditions change as users, interference, or jamming appear and one node to detect activity while another misses it. Spreading
disappear within a channel. Because of this, the system must keep sensing sensors across space gives the network better coverage and more
and quickly adapt its channel decisions. reliable channel decisions.
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Connection between Spectrum Sensing and Dynamic Spectrum Access

Why does spectrum sensing matter for DSA?

Spectrum sensing provides the awareness needed for
DSA.

* An agent (SU) observes a local part of the
operational area across a spectrum range,
providing a local statistical value, X;, (signal
strength) when a PU occupies a channel.

Space (Operational Area)

Final decision for each channel:
OCCUPIED or AVAILABLE
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i
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Spectrum Sensing

What is Spectrum Sensing?
Spectrum sensing involves observing the spectral environment to detect the presence or absence of a Primary User (PU) on specific

e frequency channels in a frequency bandwidth. ol
N A
Individual Cooperative

* Individual sensing involves a single agent observing the
spectral environment and deciding an action.
* Small coverage of the spectral environment

» Cooperative sensing involves multiple agents observing the
spectral environment and collecting information to share in
the communication environment to reach a global consensus

» Large coverage of the spectral environment
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Cooperative Spectrum Sensing Architectures

Centralized Spectrum Sensing
In a Centralized Spectrum Sensing (CSS), each node gathers a

&ixf\w') . & 0z 02) local statistical value about the spectral environment and transmits
- & e N ‘“;{l;:"’ ” that 1nform§1t10n to a fusmn center, which aggregates the data and
(ca o) G < > | R A > ¢ .oy makes aunified decision (consensus).
P e M
(xf,uja)é V. \ * & S0 X — Z W;T s x; = Statistical Vah.le. of an agent
F S S, w; = Node Specific Weight
1—=1
Pros Cons
* Low complexity * Single Failure Point at fusion center ([t l})

* Faster Consensus Time

Fusion Center
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Distributed Spectrum Sensing Cooperative Spectrum Sensing Architectures
Node i Pe g
Node 1 B Node 2 In a Distributed Spectrum Sensing (DSS) each node gathers data about the

e Py spectral environment and share that information to their neighbors and

& iteratively updates their decision through local communication without relying

s |
?:?::; & / ><A \\ & :((,:e:) on a central fusion center.
7\ SN

1 o (k1) = @i (k) + 5 D2 (@ (k) =i (. K)

Node7

xy(n, k) &\ i ol xy(n, k) T .
j PE—— FEN; (k)
Node 6 Node 5 =
xo(n, k) x,(n.K) global weight

o
i ——— iochti S
8; individual weight welghting conditions

Z (xj (n, k) — x;(n, k)) = Neighborhood Difference

JEN;(k)
Pros Cons
* Network Security/Resilience * Complex
e Strong Network Infrastructure  Slow Global consensus time
* Scalability
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Timing Characteristics

Centralized Spectrum Sensing
» Less decision time (Fusion Center)
» More action time

&

Distributed Spectrum Sensing
Slow Timing:
» More decision time (Multiple Iterations and
nodes to pass through)
» Less action time

Coherence time (Fix Duration), T

Sensing Period

F

Action time, ¢,

& .
* L

—
)
=2

Decision time (Convergence), ¢,

v

DSS sensing period must be:

 short enough to allow meaningful channel usage

* Jong enough to ensure accurate detection within the channel coherence time
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Distributed Algorithm Model

Number of channel n is extra variable so it can be ignored

Primary Users (PU): located in the Spectral Environment. 5
z; (N, k+1) =z (n, k) + — (zj (n, k) —z; (n, k)
Spectral Environment: PU communicate with Agents,and SUs 0; je%-:( k) ’

observe the power transmitted by the PUs.

Agents (SU): Measure the environment and come up with their PU Rmany rlser (PU) PU PU
n statistic of band occupancy at an iteration: x;(n,k + 1 .
oW SHE© occtipancy ! fon: i +1) FU I~ \' Spectral Environment ’/ g
. L. . . (N Bands of interest) L

Communication Environment:Agents communicate and / \\
share their statics with their neighbors over a secured network: x,(n, 0) Xpm(m, njl X (1, 0)

xi(n k) —x;(n, k ¥ "

( ]( ) (k) Agent 1 Agent m Agent M
Agents receive the shared statics and refine their local xy (n, k + 1)K o ke + 1)) (k4 D"
estimates: x; (1, k + 1) = x;(n, k) + (Weight)(Neighbors ;
Contribution) Communication >

. Environment
Agents rerun the same process but with the new local

estimate until all agents reach a consensus.

xi(n, k) 2 ™ agent's statistic for n'™ band at k™ iteration| |xu(n. k) = {x;(n,k)} ¥ j € Ny(k)
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Spectral Environment Model
(E¢ — Spectral Environment)

Comms Environment Model
(E; = Comms Environment)

Model Framework Overview

PU ~ Primary User (PU) PU.

PU
" o U ~ N Spectral Environment / e o
Initial De(c;?su):nn Model Comeense x= (S G a, 5) / (N Bands of interest) \
D
Model Jrl(n.g) xm(n,ﬂ)l
Link / Outage Model! ... \wbEentl T |Asemm
xyn, k 4+ 1)0) o,k + 1)

_________________

(Fg) Final Decision Mode! [ R \

! [m (k)
(Fpz) 8

. ¥
Communication
Environment

() 2 1 agent's satistc for n™ band at k'™ iteration! [xi(n. k) = {x,(n. O} ¥ j € N (k)

Spectral Environment Model

o Handles how primary user transmit power turns into observed power at the secondary users.

Communications Environment Model

o Handles how well the secondary users can communicate with each other over a controlled channel.
Initial Decision Model

o Takes the observed sensing data and turns it into each node’s initial confidence [0,1].
Link / Outage Model

o Uses the communications results to determine which nodes are connected at each iteration {0,1}.
Consensus Model

o Takes the initial node statistics and the connectivity graph and updates each nodes statistic over iterations.

Final Decision Model

o Uses the consensus statistic at each node to decide on channel activity.

PS: Model Framework can be modeled in different ways
D
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Distributed Spectral Sensing Model Framework

x=f(S,G,q0)

Npy = # of PU (Primary User)

Input Prlmary IUM%HWMXCEEGL:‘WVWF K) M = # of SU (Secondary User)

Same Environment whei P e P N = Channels
P S‘br(l ]_) G‘br(l 2) C;U(l M) K = Iterations

PU(1,1) qu B

U =

Pry = | Ppu@i) Psu21) Psue2 Psues)
PPU(NPU 1) PP{J Pqu(M 1) PqU(q 2) PSU(M,M)

L‘ oo\, 1) T ASDO VLIV )]

Psu = | detput: Povff’mmé’mxmﬂ K0, .

Possany Pos . |Can CGaz Gam
Pops = | PoBs(2,1) Py, "= |Gy Gez  Ges

P P, Gy Gaezy Gouw
oBS(M,1) top. ... L P11  D(MN)]
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Ppy S i
pectral Environment Model _
(Eg — Spectral Environment) Consensus x=f(56ad)
Model

Final Decision Model
{FDJ)

Comms Environment Model
(Ec = Comms Environment)

Example: N M
—— g N i su3
0.95 0.70] 101 e . *
¢ _|072 o082| c=|1 0 I1ly ——= el —e
~10.90 0.51 0 0 1
0.89 0.86 1 1 1 ®
S.+S, +S, [095 0.70]+[0.72 0.82]+[0.89 0.86]

Example calculation for SU1 - x1(k=1) = 3 = 3
= [0.8533 0.8000]

(0.8533  0.8000]
0.8533 0.8000

0.895 0.685
| 0.865 0.7275]

Reruns the same process with next iteration of G and previous iteration of x

x(1) = to reach convergence if possible

JD
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Modularizing model framework

Pogs 5

Simulation
Experimental

x = f(§,G,a,od)

x = f(S,G,a,ld)

x = f(S,G,a,ld)

AT
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Modularizing model framework

Can be defined however

Experimental not the research focus area

ES'EC x=f(S,G,O(,5)

Probabilistic Profile: Hard Inequality vs. Soft Sigmoid

Simulation

Probability of Connection P{link)

a5 -40 -35
Signal Strength (S5)
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Experimental & Simulation System

Experimental

Pros
* Understand how the system e
works with real life effects

Cons

Requires more time and
effort
* Scalability limitations

Control Network

)
==

Control
IP:10.1.1.X

Simulation

Pros
Scenarios isolation to learn
characteristics

Easier repeatability
Scalable

Cons

* Cannot emulate real life
effects in scenarios

* Results depend heavily on
how accurate the model is

CODE STRUCTURE & DATA FLOW

INPUTS / CONFIG (I‘Aj) 1. POWER_SIM

A 2. CONNECTIVITY_SIM

g 3. ITERATION_SWEEP

4l VISUALIZATION

« config.yaml ] ]
(simulation parameters) * Setup environment using
Cluster and

* clusters.csv . %
WirelessSimulator classes

(cluster definitions)
. sites.csv || « Create Cluster Tx and
(node locations) RX sites
S powels.csv, * Run propagation
(transmitter powers)
« Save cluster properties
and signal strengths

« thresholds.yaml
(sweep thresholds)

« environment.mat
(propagation environment)

* Load Power_Sim.mat

« Generate connectivity
matrix using Binary model

* Sweep threshold (dBm)
to create connectivity
matrices

* Save class properties
and results

Cluster Properties
« CentralizedLat, CentralizedLon
« ClusterSize Power_Sim.mat

(signal strength for

Output:

+ XBoundary, YBoundary

« HeightRange, Locations :
all node pairs)

WirelessSimulator Properties

Output:
Connectivity_Results.mat
(connectivity matrices
for all thresholds)

« PropModel, Frequency
« TransmitPower, RxSensitivity l
« ClimateZone, Sigma, StoredSS

« Connectivity, ProbabilityMatrix (

« AllLocations [ outpuT FiLES

N Power_Sim.mat
Signal strength for

all node pairs

——» Data flow / dependency

————» Reads/uses

[ nputs / Config
[J Power Simulation

!

for all thresholds

[] tteration Sweep

() connectivity Simulation

+ Load Power_Sim.mat

« Generate connectivity
matrix using Bernoulli model

« Sweep k (iterations)

* Save class properties
and results

Output:
IterationSweep_Results.mat
(connectivity matrices

for all k values)

l

D Connectivity_Results.mat ‘ D\ IterationSweep_Results.mat
Connectivity matrices Connectivity matrices

for all k values

(] Visualization
[ Reports / Exports
[] outputs

«+ 3D network plots
« Connectivity heatmaps.
* Metrics vs threshold / k

* Animations

——

[ reporrs / Exports

« summary_report.py
(summary tables & figures)

* export_results.py
(CSV / Excel / JSON)

SP




SIMULATION: CODE STRUCTURE

Offline Simulation:

INPUTS / CONFIG

config.yaml
(simulation parameters)

clusters.csv
(cluster definitions)

sites.csv
(node locations)

tx_powers.csv
(transmitter powers)

thresholds.yaml
(sweep thresholds)

environment.mat
(propagation environment)

Cluster Properties

CentralizedLat, CentralizedLon
ClusterSize

XBoundary, YBoundary
HeightRange, Locations

WirelessSimulator Properties

PropModel, Frequency
TransmitPower, RxSensitivity
ClimateZone, Sigma, StoredSS
Connectivity, ProbabilityMatrix
AllLocations

———» Data flow / dependency
— ——— Reads / uses

CODE STRUCTURE & DATA FLOW

((Aé)) 1. POWER_SIM

A 2. CONNECTIVITY_SIM

G 3. ITERATION_SWEEP

Zil  VISUALIZATION

* Set up environment using
Cluster and
WirelessSimulator classes

* Create Cluster Tx and
RX sites

* Run propagation

* Save cluster properties
and signal strengths

|
|

Output:
Power_Sim.mat
(signal strength for
all node pairs)

* Load Power_Sim.mat

* Generate connectivity
matrix using Binary model

* Sweep threshold (dBm)
to create connectivity
matrices

* Save class properties
and results

Output:
Connectivity_Results.mat
(connectivity matrices
for all thresholds)

v

Load Power_Sim.mat

Generate connectivity
matrix using Bernoulli model

Sweep k (iterations)

Save class properties
and results

Output:
IterationSweep_Results.mat
(connectivity matrices
for all k values)

[£3 OUTPUT FILES

DN Power_Sim.mat
Signal strength for

all node pairs

D Inputs / Config
D Power Simulation D Iteration Sweep

E Connectivity_Results.mat

Connectivity matrices
for all thresholds

D Connectivity Simulation

D IterationSweep_Results.mat
Connectivity matrices

for all k values

D Visualization
[:] Reports / Exports
[] outputs

\4

3D network plots
* Connectivity heatmaps
* Metrics vs threshold / k

* Animations

v

[Z) reports / ExPORTS

* summary_report.py

(summary tables & figures)

* export_results.py

(CSV / Excel / JSON)

AT




SIMULATION INSTANCE SCENARIO

Maritime clustering scenario
* 2 Ships with a cluster of nodes at the ships
* 2 overhead drone clusters above the ships

What are important characteristics that
establishes link connectivity between node to
node?

Hypothesis

* Distance of the nodes within the cluster and
cluster to cluster

* Power threshold




SCENARIO I: FAR SHIP DISTANCE, SMALL OVERHEAD SPREAD

Parameters: Si mu |ati0n

Number of nodes per cluster: . . . .
o Cl.C2=20, YY—  Ships 4233 3D Node Locations (Cluster Visualization)
o (3,C4=50,50 =[] :

Height range per cluster: |
o Low alt=[20,20] &

o High alt =[100, 120]4='|:|

| @ chin 1 (1)

k Count per Iteration ( Thresh d35dEl“l

L .

. fivit hold S e : ke Bernoulli Connectlwty Iteration: 1 /100
Distance between SthS C ity Thr p | Threshold: -55 dBm | Active Links: 9656 e Threshold: -5 dBm | Active Links: 60 4)
o dl=1000m o § P o Soor oo @)
Cﬁz’ g O Overhead 2 (C4) © Overhead 1(C3)
03’0'3 Active Links ﬁ ) z::z:ki (c4)
[OPTIONAL: boundary for rectangle/square clusters] N b %%)
= o
o Cl1 350m x 50m g %}e"“‘ 110 °
o C2=50mx 50m o ‘i&‘; 2 Q§ .. 100 w..-
o If
o €3=100m x 500m o 8 9t 8 "l %
£ %0 -
o C4=100m x 100m g * e ‘ oc®®
2 @ 70
E 60 3
- 50 Z 60
40 E——— 50
W 40
30 ’
20 30
20
42.328 -
42.326 -70.951 28
42324 B® 70.9515 42326 70,951
42322 > o 9525'70 952 . 42.324 70,9515
S e e o 70983 Longitude (deg) . -70. 9525.70 952
C ) . Latitude (deg) @ -70.953 Longitude (deg)
Connectivity threshold sweep animation - , L
Top view €% @ o Bernoulli iteration sweep animation
. " 7000 5
42.32 1
% 5000
<
% 4000
3
3000
2000
| i i 1000
42 - 3 1 8 0-55 -50 -45 -40 -35 -30 -25 -20 -15 -10 -5
-70.953 -70.952 -7UL.901 Pover TSt e

Longitude (deg)

Physical Location
ATV




SCENARIO 2: FAR SHIP DISTANCE, LARGE HEMISPHERICAL
OVERHEAD SPREAD

Parameters:
*  Number of nodes per cluster:
o Cl,C2:20,20<=l|:|

o C3,C4=100, 100 <=||:|

* Height range per cluster:
o Low alt=[20,20] &= |

o High alt=[20, 120] &=
* Distance between ships:
o dl1=1000m

[OPTIONAL: boundary for rectangle/square clusters]

o Cl=50mx50m |

o C2=50mx 50m

[OPTIONAL: boundary for cross-sectional/hemisphere clusters]
o Radius C3, C4 = High alts(2) — High_alts(1) = 100

Sca

Top

Simulation

3D Node Locations (Cluster Visualization)

42.332

Connectivity Threshold Sweep | Threshold: -55 dBm | Active Links: 28560

e\

er Links

10

©

800

700

S 3
3

Link Count per Iteration ( Threshold: -35 dBm)

il

o ll' 'lll'l
/

hl

MR R e R aafihf
NP

Bernoulli Connectivity Iteration: 1 /100
Threshold: -5 dBm | Active Links: 319

Tof

Longitude (deg)

—® c1-C2
—® C1-C3
——® Cc1-C4
c2-C3
—® Cc2-c4
C3-C4

® Ship 1+ Drones (C1) © Ship 1+ Drones (C1)
o} ®  Ship 2 + Drones (C2) o} ®  Ship 2 + Drones (C2)
[%3 o @ Overhead 1 (C3) C% o} @ Overhead 1 (C3)
o O Overhead 2 (C4) O Overhead 2 (C4)
)« Active Links dg%) Active Links
¢ GHo
110 < 110 Q
&L A
100 @ L& 3 100 %
00 C S % (]
[ )] 2 (‘8 (o)
) © B i @
g e o4 g @%ﬁ? o
g ™ G vea P ] g 7 qQO.. o @
E] L & = %
O {- 987 o o
50 %o L E 3y _< 50 & LA AR S Le o9
40 3.‘ ) 2 40 ®o ® ® '.
3 o X % o o SIS o ; &
20 > > 20 ®e ® :‘ @®e
42.33 ) = 4233 » 4
42.328 42.328
1555 -70.951 P 70951
42.324 42.324 709515
_ -70.952 T
Latitude (deg) 42.32 10f62 Longitude (deg) Latitude (deg) 42.32 1092 Longitude (deg)
Connectivity threshold imati icet imati
onnectivity threshold sweep animation, ©@ Bernoulli iteration sweep animation
V¥ LLatitude (deg) 42.32 : Longitude (deg) ‘ " dBm ‘ :::Zz
10¢  Link Connectivity (Current Threshold: -35 dBm)
42.32 Q g R ]
25 E
H
w 2 1
£ |
42.318 ' ' ' ' e s |
2 1.
-70.953 -70.9525 -70.952 -70.9515 -70.951 -70.% 1
!
|
|
|
|
|

Physical Location

-50

-45 -40 -35 -30 -25 20 15 -10

Power Threshold (dBm)
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COMPARATIVE ANALYSIS OF SCENARIOS

Scenario Highlight #1 Scenario Highlight #2
For a binary model, the large ship- For a Bernoulli model, the large
to-ship distance meant no ship-to-ship distance had a lot of
connections from ship | cluster + connections with a lower power
overhead to ship 2 cluster+ threshold (at -55 dBm), but no
overhead. connections with a higher power

threshold (at -5 dBm)

Connectivity Threshold Swoep | Threshold: -55 dBim | Active Links: 9656

Bemoulli Connectivity teration: 1 / 100

L]
. e - Threshold: -5 dBm | Active Links: 310
. 9 0w
¥ > Oumt 0
g e 4 :
ot Achvs Links AL, -
s &
W )
a n "4..(2‘
%o
&6“% orf
- - :
A P g ° -
‘ e 2 Voe s s ®
) 00 f « HaP g o .
e wn, .t& [ X '
P o oo
. ® o 8°
o 21 %0 o2
L4
%2 ‘. S
" ‘l. . G oo s
. 3 e
.
r»\l
pr
o . : S 1 2 Bernoulli Connectivity Iteration: 100 / 100
Q'Y cenario Threshold: -55 dBm | Active Links: 33281
o

Scenario |

Scenario Highlight #3
Both models have a hard time
establishing a connection even within
clusters (relatively close node distance)
at higher power thresholds. Also easier
for Bernoulli to establish connections

Connectivity Threshold Sweep | Threshold: -5 dBm | Active Links: 66

Bermoulli Connectivity teration: 1/ 100
Threshold: -5 dBm | Active Links: 310

Scenario 2 R




COMPARATIVE ANALYSIS OF SCENARIOS

Scenario Highlight #1
For a binary model, the large ship-
to-ship distance meant no
connections from ship | cluster +
overhead to ship 2 cluster+
overhead.

Connectivity Threshold Sweep | Threshold: -5 dBm | Active Links: 66

L]
k

Scenario 2

Scenario Highlight #2
For a Bernoulli model, the large
ship-to-ship distance had a lot of
connections with a lower power
threshold (at -55 dBm), but no

connections with a higher power
threshold (at -5 dBm)

Bermoulll Connectivity teration: 1 / 100
Threshold: -5 dBm | Active Links; 310

Scenario Highlight #3
Both models have a hard time
establishing a connection even within
clusters (relatively close node distance)
at higher power thresholds. Also easier
for Bernoulli to establish connections

Scenario 2




SYSTEM HIGHLIGHT a

System parameters Research Tool
Comms Environment Model » Comms environment can be manipulated to create
» Cluster shape (Rectangle, Square, Dome, Flat Circle) any scenario, and different shape methods can be
» Size of the shape (Boundaries in X, Y, Z) implemented (triangle/pyramid)
» # of Nodes » Link/Outage Model can be manipulated to test
» Positioning of the cluster (Latitude, Longitude, Height) thresholds and even implement further link/outage
» Rx and Tx parameters models other than Binary and Bernoulli

> Frequency Modularized model framework

» Transmission Power
» Propagation Model p p S
> Climate Zone gird 25

> Receiver Sensitivity W_r x = f(S,G,a,o)

Link/Outage Model Py
» Link connectivity model
» Power Threshold
» Binary (Hard threshold)
» Bernoulli (Probabilistic threshold)

AT
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Hardware used / Experimental Setup

Raspberry Pi 4
Embedded computer used to run signal
processing and control algorithms.

Experiments were done on the campus center lawn

Software Defined Radio

Receives and digitizes RF signals for
spectrum sensing and analysis.

LINKSYS

Wireless Access Point
. . > [
Provides the connection e
between the Secondary Users

ADALM-PLUTO

Generates and transmits RF
signals to emulate primary
users in the experiment.

Portable Generator
Power for Wireless Access Point

oG
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Testbed Controller:

* Runs GNU Radio TX flowgraph

* Controls testing variables

» Sends baseband data to ADALM-Pluto
Transmitter:

* Transmits predefined signals over the air
Receiver:

» Captures signal sent

* separates channels

* Measures received power per channel

Network Intermediary:

Experimental setup

( TC
Testbed
Controller

P

Connection

* Connects TC and receiver node through the same subnet

ADALM-Pluto
(TX)

.

o

-——-p

( Wi-Fi Router / Access Point }

RF Signal
Over the Air

((C == 1))

RX RADIO

0 N

Transmits
Data

7

SDR Receiver
(RX)

\4

Power
Measurement

oG
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GNU Radio

GNU Radio lets us build a flexible software-defined radio system where we can
generate signals, separate channels, and measure received power in real time.

We also used XMLRPC and ZMQ
 XMLRPC: Allows us to control any variables passed along to GNU Radio

 7ZMQ: Allows us to collect the power values received for further processing.

TRANSMITTER

RECEIVER

Options Variable Variable Variable Variable Variable XMLRPC Server Variable Variable Variable Options
Title: Not titled yet ID: ID: fre 1D: freq end | I0: freq_channels | ID: Address: lacalh 0z ampt | | I0: ID: amp3 Tite: SingleRX1 veriarle yoraele g e e oiante YMLRPC Server
= W : samp_rate SRELE  Treq e ST LTS HELD res I 3 ) s amp2 k Mg Output Language: Python 10: samprate | | 1D: freq ID: freq start | | 10:freqend | | ID: freq channels | | ID: temp Address: 10.1.1.116
Output Language: Fython Value: 3M Value: 500k | Value: 1M | Value: 3 Value: 166.667k Port: 8.08k Value: 1 Value: 30 Value: 60 Generate Options: Mo GUI Value: 3 Value: 915M Value: 500k | | Value: 11 Value: 3 Value: 166.667k | | port: 508Kk
Generate Options: No GUI Run Options: Prompt for Exit
Run Optiens: Run to Completion Band Pass Filter
Interpolation: 1 ZMQ PUB Sink
Gain: 1 Moving Average )
5 Rate: 3 Address: tcpi/f1....116:55555
ample Rate: ) Complen to Mag2 Timeout (mseck: 100
Signal Source Low Cutoff Freq: 566,667k omplex to Mag T
High Cutoff Freg: 600k
Sample Rate: 3M Filter Key:
‘ Transition Width: 50k Length of Vectors: 1 e -
Waveform: Cosine Window: Hamming -
Frequency: 583.333k T e Beta: 6.76
Amplitude: 1 Syne: Unknown PPS
Offset: 0 Number Channels: 1 Band Pass Filter
Initial Phase (Radians): 0 g
L ) PlutoSDR Sink Sample Rate (sps) 3M Interpolation: 1 ZMQ PUB Sk
ho: Frequency Hz) 315M Gain: 1 Moving Average Adaress: tcpi/11...116:55556
Signal Source 110 context URL ip:...68.2.1 | | cno: Frequency Correction (ppmy: 0 Sample Rate: 31 Length: 2.5k Timeout (":’mr T
Sample Rate: 3M LO Frequency: 915M land| Cho: DC Offset Mode: 2 Low Cutoff Freq: 733.333k Scale: 400U va’:::ags- No .
Waveform: Cosine Sample Rate: 30 Cho: 1Q Balance Mode: 2 High Cutoff Freq; 766,667k Max Iter: 4k N
. ot AR . Cho: Gain Mode: Trus Transition Width: 50k Length of Vectors: 1 Rmerkey:
Frequency: 750k Buffer size: 32.768k Connection: Bind
P : Constant: 91 Constant: 5.43451m . Cho: RF Gain (dBJ: 10 Window: Hamming :
mplitude: 30 Cyclic: False
Cho: IF Gain (dBJ: 20 Beta: 6.76
Offset: 0 Attenuation TX1 (dB):. 0 Cho: BB Gain (dB: 20
Initial Phase (Radians): 0 :‘Fl:f G:i:vflljl: fi:;lﬂl";amﬂ Cho: Bandwidth (Hz): 3M Band Pass Filter
an z)
Signal Source Interpolation: 1 ZMQ PUB Sink
: Maoving A
Sample Rate: 3M Gain: 1 oving Average Address: tcp:/1....116:55557
Waveform: Cosine Sample Rate: 3H Timeout {mseck 100
Low Cutoff Freq: 900k Complex to Mag"2 Pass Tags: No
Frequency: 916.667k High Cutoff Freq: 933,333k Fiter :gs.‘
Amplitude: 60 Transition Width: 50k Length of Vectors: 1 WMM?;"‘ Bind
Offset: 0 Window: Hamming .
Initial Phase (Radians): 0 Beta: 6.76
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GNU Radio TX

TRANSMITTER

Options
Title: Not titled yet
Qutput Language: Python
Generate Options: No GUI

ID: samp_rate
Value: 3M

Variable

Variable

ID: freq start | ID: freq end

Value: 500k

Value: 1M

Value: 3

Variable Variable

ID: freq_channels | ID: temp

Value: 166.667k

XMLRPC Server
Address: localhost
Port: B.08k

Variable
ID: amp1
Value: 1

Variable
ID: amp2
Value: 30

Variable
ID: amp3
Value: 60

Run Options: Run to Completion

Signal Source
Sample Rate: 3M
Waveform: Cosine
Frequency: 583.333k
Amplitude: 1
Dffset: 0
Initial Phase (Radians): 0

Signal Source
Sample Rate: 3M
Waveform: Cosine
Frequency: 750k
Amplitude: 30
Dffset: 0
Initial Phase (Radians): 0

Signal Source
Sample Rate: 3M
Waveform: Cosine
Frequency: 916.667k
Amplitude: 60
Dffset: 0

Initial Phase (Radians): 0

Add Const
Constant: 91

Multiply Const

PlutoSDR Sink
IO context URL ip:...68.2.1
LO Frequency: 915M

Sample Rate: 3M

Buffer size: 32.768k
Constant: 5.49451m

Cyclic: False

Attenuation TX1 (dB): 0
Filter Configuration: Auto
RF Bandwidth (Hz): 2M

VARIABLES

Sample Rate: 3MHz
Starting Frequency: 500kHz
Spacing Frequency: 166kHz
Stopping Frequency: IMHz

Channels Amplitude: I, 30, 60

Tx Attenuation: 0dB
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RECEIVER

GNU Radio RX

Options
Title: SingleRX1
Output Language: Python
Generate Options: No GUI
Run Optiens: Prompt for Exit

XMLRPC Server
Address: 10.1.1.116
Port: 8.08k

Variable Variable Variable Variable Variable Variable
1D: samp_rate 1D: freq ID: freq_start ID: freq end 1D: freq_channels ID: temp
Value: 3M Value: 315M Value: 300k Value: 1M Value: 3 Value: 166.667k
Band Pass Filter
Interpolation: 1
Gain: 1 Moving Average

RTL-5DR Source
Sync: Unknown PPS
Number Channels: 1
Sample Rate (spsk 3M

Chi: 1Q Balance Mode: 2
Chi: Gain Mode: True
Cho: RF Gain (dB): 10
Cho: IF Gain (dB) 20
Cho: BB Gain (dB) 20
Cho: Bandwidth (Hz) 3M

Chi: Frequency (Hzk 915M
Chi: Frequency Correction (ppm) 0
land Chi: DC Dffset Mode: 2

Sample Rate: 3M

Low Cutoff Freq: 566.667k
High Cutoff Freq: 600k
Transition Width: 50k
Window: Hamming

Beta: 6.76

Band Pass Filter
Interpolation: 1
Gain: 1
Sample Rate: 3M

High Cutoff Freq: 766.667k
Transition Width: 50k
Window: Hamming

Beta: 6.76

Band Pass Filter
Interpolation: 1
Gain: 1
Sample Rate: 3M
Low Cutoff Freq: 500k
High Cutoff Freq: 933.333k
Transition Width: 50k
Window: Hamming
Beta: 6.76

Complex to Mag*2

Complex to Mag*2

Low Cutoff Freq: 733.333k Complex to Mag*2

Length: 2.5k

Scale: 400u

Max Iter: 4k
Length of Vectors: 1

Log10
k: 0

Moving Average
Length: 2.5k
Scale: 400u
Max Iter: 4k
Length of Vectors: 1

Log10
K: 0

Moving Average
Length: 2.5k
Scale: 400u
Max Iter: 4k
Length of Vectors: 1

Logi0
k: 0

VARIABLES

ZMQ PUB Sink
Address: tepi//1.... 11655555
Timeout (msec): 100
Pass Tags: No
Filter Key:

Connection: Bind

ZMQ PUB Sink
Address: tcpi//1....116:55556
Timeout (msec): 100
Pass Tags: No
Filter Key:

Connection: Bind

Sample Rate: 3MHz
Starting Frequency: 500kHz
Spacing Frequency: 166kHz
Stopping Frequency: IMHz

Rx Gain: 50dB

ZMQ PUB Sink
Address: tepid/1.,..116:55557
Timeout (msec): 100
Pass Tags: No
Filter Key:

Connection: Bind
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Code / Scripts
Bas | What we did for our test:

3 channels

Evenly spaced bandwidth
3 Iterations

0.3s sleep per iteration

3 Addresses
: e | 1.0s sleep per address
e Ao e pcs Checks all channels -> Switches address -> Iterates
B hons “S{LOCAL SCRIPT XHLRPC] SXHLRPC ARG Outputs P OBS into a csv file

echo "
if["s

python3 "${LOCAL_SCRIPT_zMQ}" --pis "${PIS[@]}"
else

python3 "${LOCAL_SCRIPT_ZMQ}" --pis "S${PIS[@]}" -f
fi

XMLRPC Variables

add_argument('
.add_arg
=int, default=

.add_argument("-c", "--freg nnels", type=int, default=3,

.add_argument("
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Power Data Collection

-Running ZMQ Script

What we did for our test:

:55555 ||| Iteration 1 Power : j@j: ~/Desktop/GNU

:55556 ||| Iteration 1 | Power: spdﬁ?ﬁésgemote N 3 channels

R - . . 2 2's N 3 l X Sc s .

FoRR (it LIRAIAEAELON Bl L1 EOMRT: Connecting to 10.1.1.116. . Evenly spaced bandwidth

+55555 ||| Iteration 1 | Power: Connecting to 10.1.1.117... 31 .

:55556 ||| Iteration 1 ||| Power: Connecting to Jﬁiéiiﬁéfocal o seriot terations . .
118:55557 ||| Iteration 1 Power : ‘ S 0.3s sleep per iteration

:55555 ||| Iteration : Power: Connection to 16.1.1.118 closed. 3 Addresses

155556 ||| Iteration Power: connectton to le'lgiéiiﬁgt}{gisgé S 1.0

: : ~ KMLRPC Sc .0s sleep per address
:55557 ||| Iteration Power: Frequency 500000-1000000 with 3 channel(s).
155555 ||| Iteration S T Flow:
: J1.1. Setup

155556 ||| Iteration Power : 10.1.1.117 Setup Checks all channels ->

155557 Iteration | Power: Lol dle eEa Switches address ->

+s L +1 | | ~ . .

.))J._)J IteraLIOf‘l | | POnt‘r. Iterat'}on : Iterates

+ 55556 Iteration | Power: it@?t}on Outputs P OBS int fil

1 C : 1 AL teration 2 utputs 1nto a CSv 111€

. 57 | Iteration | Power: -16.70 @B § . ___. Killing Scripts & Closing Connections p -

S ITteration Power :

Connection to 10.1.1.117 closed.

s 1

Iteration Power:
Iteration Power:

5
55
55

5

,

2

5
5
5
5
5

g
2
r
-

5
6
7

vy N

Channels,1,2,3

Pi.1,-41.73,-33.68,-24. Collecting multiple CSV files allows us to
Pi.2,-45.37,-37.94,-28. . .
Pi.3,-39.31,-30.75,-21. simulate multiple clusters/nodes.
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Environmental Experimental Parameters

When testing for experimental scenarios we have a control variable that we vary and keep all other variables
constant. The Parameters of our experiment 1s just the metadata for the experiments, so make sure we write
down all the metadata when we take our data.

> Metadata to write down:
o Distance from TX
Cluster Radius
Nodes In cluster
Number of Tests
Number of Channels
Number of Transmitters
Number of Receivers
Number of Iterations
Location (Water, Land, Trees, etc)
Physical Environment (Obstruction,
Noisy Areas, etc)

O 0O 0 0O 0O 0O O O O

SP
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Experiment TX On and OffVisual

Meta Data

Test |, Transmitter On: I

Number of tests: 30 Tests
Cluster Radius: 2.5 Feet
Test interval distance: 2 Feet
Nodes per cluster: 3 Nodes

Test2, Transmitter Off:

Number of tests: | 0 Tests

Cluster Radius: 2.5 Feet .
Test interval distance: 2 Feet

Nodes per cluster: 3 Nodes

SP
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TX On / Off DataVisualization

PDF Curve of Power Values: TX ON vs TX OFF

P

0.7

TA OM
TX OFF

06

PDF

0.3

0.2r

011

Power (dB)

What does the PDF show?

I. TX OFF data is concentrated around -53 dB to -48 dB

2. TX ON data is concentrated around -50 dB to -20 dB

3. TX ON and OFF data overlap, meaning there is a probability of
false positives and false negatives.

Cumulative Probability
2 =2 =2 =2 o
L R n =3 =

<
(g8 ]

0.1

CDF of Power Values: TX ONvs TX OFF

[ ~
v
| P
1 e
| /-”'
|' /
/
e
| Fd
.
jf TX ON
fﬁ TX OFF
y
.Jf
_‘.i-"
/£
.—"'_r.‘l
o
-~
J"_.J_."
— d .
S F‘) i i Il i i i
-50 -45 -40 -35 -30 -25 =20
Power (dB)

What does the CDF show?
. 50% of our data lies above -32 dB
2. TX OFF data is more concentrated while TX ON data is more

spread out
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INITIAL DECISION FUNCTIONS (F))

Exponential Confidence Function Sigmoid Confidence Function
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o

o =2 o o
48] [ ] i-.
T T T

=
-

0 . \ \ \ \ \
50 45 40 -35 30 25 20 -15 -0 5 1]
Observed Power (dB)

Observed Power (dB) Observed Power (dB)
Works best when requiring a high threshold Works best when wanting to minimize the
of confidence before certainty. Best used effects of extremities. Smooth transition
when precision is a goal, such as security from each extremity; allowing data to
sensitive applications or similar critical maintain an impactful distribution
environments. throughout.

Works best when wanting a normalized
mapping excluding extremes. Likely to be
used when network 1s somewhat pre-
defined and bounded.

To develop the 1nitial Decision Model, different networks can use an experiential system to
collect and process power measurement data. Using this data, an accurate function can be
determined. That includes, but not limited to, the functions above.
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—

0.5

LOOKING AT SIGMOID RESULTS(F,)

Sigmoid Confidence Functioni T=-75dB
Sigmoid Curve
® TXONData
TX OFF Data
-80 60 40 -20 0

Observed Power (dB)

Sigmoid Confidence Function, T =-25 dB

1¢
Sigmoid Curve
05 @ TX ON Dalta
Tx OFF Data
ﬂ Il 4
=100 80 £0

40 -20

Observed Power (dB)

Confidence Value

Confidence Value

4 Sigmoid Confidence Function,a=0.1,T=-45dB
05 /Sjgmoid Curve
& TX ON Data
_/ TX OFF Data
O A A X X )
100 80 60 40 20 0 20
Observed Power (dB)
: Sigmoid Confidence Function,a=0.8,T = -45dB
Sigmoid Curve
05¢F ® TXONData
TX OFF Data
ﬂ i i i i i i
-100 80 £0 40 20 0 20

Observed Power (dB)
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Confidence Value

Confidence Value

Confidence Value

Confidence Value

1 s R
I}
Sigmaoid Curva ﬁ Sigmaid Curve
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TX OFF Data -ﬁ TX OFF Data
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TX OFF Data ﬁ Tx OFF Dala
=
£
0 3 0
-100 -80 50 40 20 1] 20 -100 -80 60 40 -20 0
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TXON/O

TX ON and TX OFF Data with Swept Threshold Values

dence Function, T =-75 dB

Sigmoid Confidence Function, T =-65 dB

Observed Power (dB)

Observed Power (dB)

How does changing threshold affect our confidence value?
Lowering Threshold can misclassify TX OFF data as TX ON data
(False Positives)

2.

Higher Threshold values can misclassify TX ON data as TX OFF data

(False Negatives)
False positives in our initial decision model yield longer consensus

times, and less accurate consensus results.

5

D 1 1
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SIGMOID SW

TX ON and TX OFF Data with Swept Slope Values

z g Sigmoid Confidence Function,a=0.1, T=-45dB z g Sigmoid Confidence Function, a= 0.2, T = -45dB

= =

Q Q

205 Sigmoid Curve 2051 Sigmoid Curve

z TX ON Data z TX ON Data

= __/ TX OFF Data = TX OFF Data

5 o I | J 5 o | e | ]

T 80 60 40 20 0 20 T 80 60 40 20 0 20
Observed Power (dB) Observed Power (dB)

Si id Confide Functi =03, T=-45dB Si id Confide Functi =04, T=-45dB

;g i igmo ontl nce runcition, a y ;g i igmo onrif nce runction, a y

= =

Q Q

205 Sigmoid Curve 205 Sigmoid Curve

8 ® TXONData 8 ® TXONData

= TX OFF Data = TX OFF Data

5 o ) B | : : | 5 o ) - | : : )

O 00 80 60 40 20 0 20 O 00 80 60 40 20 0 20
Observed Power (dB) Observed Power {dB)

o g Sigmoid Confidence Function, a=0.5, T = -45dB o g Sigmoid Confidence Function, a= 0.6, T = -45dB

S qr -

= =

?u Siamoid Curve ?u Sigmoid Curve

2osf ® TXONData 205 ® TXONData

3 TX OFF Data 3 TX OFF Data

= =

£ £

5 o ) ) | | | | 5 o ) ) | | | |

O 00 80 60 40 20 0 20 O 00 80 60 40 20 0 20
Observed Power (dB) Observed Power {dB)

o g Sigmoid Confidence Function, a=0.7, T= -45dB o g Sigmoid Confidence Function, a= 0.8, T = -45dB

3 -

= =

?u Siamoid Curve ?u Sigmoid Curve

2osf ® TXONData 205 ® TXONData

3 TX OFF Data 3 TX OFF Data

= =

£ £

5 o ) ) | | | | 5 o ) ) | | | |

O 00 80 60 40 20 0 20 O 00 80 60 40 20 0 20

Observed Power (dB) Observed Power {dB)

How does changing slope affect our confidence value?

|. Lower slope values yield weak initial decision confidence values,
possibly causing a longer consensus time

2. Higher slope values classify some TX on Data closer to TX off,
possibly causing a longer consensus time or even an incorrect
consensus result
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Final Conclusions

* The system provides a repeatable testing framework
o The same setup can be reused by changing one control variable at a time
* Power measurements can be used beyond TX ON/OFF

o The same data collection method can test different transmitter powers, receiver locations, interference levels, or channel
conditions

* CDF/PDF helped choose a better decision model
o The PDF showed where the power values were concentrated
o The CDF showed how much data falls below or above a power threshold
Together, they help decide where to place the TX ON/OFF threshold
* The sigmoid function gave a smoother confidence decision
o Instead of making a hard ON/OFF choice, the data can be mapped into a confidence value
o This helps the system make better decisions when the data is uncertain or overlapping
* The framework can support future spectrum sensing tests
o New nodes, channels, transmitters, or environments can be added without changing the main idea of the system
* Threshold and distance are key characteristics for establishing link connectivity (SU to SU)
o These are parameters that will always affect the link connectivity in some way
* Modular framework design allows for further research and analysis of the DSS algorithm

o We can change models in the framework to observe different things within the DSS algorithm by subsystems rather than a big
system
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THANK YOU

* GITHUB REPOSITORY -

Utin03 | 3/Independent_Study2026:
Documentation and scripting used in
Professor Rahaim's Independent Study
2026 aim to create a highly congested
cluster environment in maritime settings
to simulate the Dynamic Spectrum
Sensing Algorithm.



https://github.com/Utin0313/Independent_Study2026
https://github.com/Utin0313/Independent_Study2026
https://github.com/Utin0313/Independent_Study2026
https://github.com/Utin0313/Independent_Study2026
https://github.com/Utin0313/Independent_Study2026
https://github.com/Utin0313/Independent_Study2026
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